Social networks:
The new frontier for
Malware, Spam and
Identity Theft
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My personal Facebook story

- Someone used my photograph on their
Facebook profile

 Trolled on Facebook forums, making
inflammatory statements

* Audience reacted, someone recognised my
photo, and..
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Death threats via Facebook

§e - We know where you live.

|'d hate to burn downan
‘innocent man's house
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My personal Facebook story

Threats to shoot my wife, burn down my house

Emails to my work, my bosses, complaining
about “my” behaviour online

Bandwagon rolling against me, with offensive
doctored images of me posted online

All because people didn’t verify the true identity
of the poster — and assumed it was me
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My personal Facebook story

* Even after the death threats were publicised,
nonsense still spread

e cmssns (Lesds) wiote

Apparently Graham Chdey has offered & £5000 reward for the name of the person behind hs Fake
profie. ...

L3002 A Roport
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What does this teach us?

* People trust complete strangers far too easily
online
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What does this teach us?

« People trust complete strangers far too easily
online

« But it's not just strangers who pose a threat
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Spam on social
networks
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Social networking spam

Linkedﬁ‘!‘ Accourt 8 Senings | Hel | Sign Cut

People - Jobs - Answers - Service Providers -  AdvncedSswch People ¥ m

Invitations ?) Which inmtations should you accept? Compose message | ¥

Invitation to connect on Linkedin Inbox
From: Natasha Kone - -
Date: May 20, 2003 Action ltems ()
To: Graham Cluley Messagas
Status: Panding InMails
Introductions
Graham, Invitations (4)
Profiles
QaA
Sorry for the nature of this mai please baar with me Jobs (1)

Daarest one,

R nmendati
I am MNatashs Kona a 22 years old lady now, i was born on the 151 of january 1955 Tecommendaions

to the family of Kone. My father's name i1s Camara Kone He was a very waalthy
Gold and Cocoa Merchant based in ACCRA and ABIDUAN respectively.l am thair Natwors Updates »
only child When 1 was a kid 1 altended a prvate school and things were well for me
and my parents.Things changed when i was in High School,my mather diad on the
21ST aclober 1994 My father then took me very special and game me mothery
care. As fate had it,my father diad last year

Sefore the death of my father on the 12th December 2007 s a prvale hospital here
in Abidjan he called me secretly 1o his bed side and told me that he kept @ sum of
$5.500 000 (g1 reallion free huncéred thousand United States Dollass) in a bank in
Aaidjan Cote D'woire He used my name as the next of kin in deposit of the fund. He
also explained to me that # was because of this money he was poisoned by his
businese patner and 1hat | should seek for forzign partner in a country of my

Accept | don't know Natasha Archive g Reply  Flag az Spam
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Social networking spam

Sathing: Help Swn o

Home Froble # ) Poogle

Namuo s=abeldmzh
.; O 1
folaning odowers L

Updates

e T L it 1 nnlnnnlnnl Favoriles —

Hey hcnnu

alot of | " .
hittp: /i i eun2lictmf

|

\ = | Hey cutie., C:oma rher

e Fnter Chat Rooms

It me onf | Inaded

Calot of nev . .
| hitp: i dannijiwep .
| ~hout srs 00N 434 Local SI | .
m Updates —_ FOund in Your ZIP - Chat Now!
\ = Hey sweety.. Check me out.. | uploaded Feenies
. some moré pics http:llmw:.dethk,com..
‘P Aetions
mezzage danniywep
Following

EHRLES
plock dannijiveD

SOPHOS




b!l'-\ Sara4877

doing nothing still!!!

DEMO OF SPAMMER CAUGHT
COLLECTING VICTIMS ON TWITTER




Phishing on social
networks
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Social networking phishing
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Social networking phishing

biz Twitter Eng and Ops are on it now but be careful of DMs
¥ with a blogspot Imk that redlrect to what seems like
4 twitter.com about 8 hours ago fr

seemingly redirects to Twitter. com and asks for your

twitter ! be careful of DMs with a link to blogspot.com that
a credentials (we're on the case) -

twikker Home Profile Find Pe

What are you doing?
|

Warning! Don't sign in to fake Twitter.com from a DM. Read more on our blog.
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Social networking phishing

o
oyt
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Scams on social
nhetworks
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“Stranded in a foreign city” scams
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14

iIn a foreign city” s
cams

° The
Yy use :

ppear more plaig?& from your fri

e iend’s _

profile to

° YOU "
ever k
rea” * *nOWW
y ftalk” to therﬂo you're talking to
, until you

m akesh

re you stuck \\'\ere’?‘
Matt
all my money woet?d ticket pack nhome got stolen
7:25am Rakesh
| dian't unders\and this “We just want some nhelo flyin

a pack \'\ome'




When social
networks go bad
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Can you trust social networking sites?

* It's not just malicious behaviour that puts our
personal information at risk on social networking

sites

« Sometimes it can be incompetence on the part
of the website

Sex: Male hd

¥ Show my sex in my profile
Birthday: Jan ~| |1 ~| 1979 +|

Don't show my birthday in my profile. v/
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DEMO OF FACEBOOK REVEALING
FULL DATES OF BIRTH EVEN
WHEN USER HAS SET THEM TO
BE PRIVATE




Can you trust social networking sites?

* Which is why I've chosen to break Facebook’s
terms of service, and tell them a fake date of
birth

 ..even though I've asked for it to be kept private

Sex:  Male hd

er Show my sex in my profile
Birthday: jan ~| 1 ~| 1979 |

Don't show my birthday in my profile. v/
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Social networking identity risks

B °8 A
! -“ l fa b 7o s
(G |

< .
"‘_—:. () _'.“J Y '.nl__‘ '~“,*. ‘.',t.- -‘

1S 34.

S 2002 Tuwdtter Aboutlis Contact Blog Status Apps APl Search Help Jobs Teams Pivas
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Social networking identity risks

@vernon kay it's my 30th birmaay :edavl
Search

B 925 g0 from Tueetie . pagy View Tweet

A 3 Oth CEEE Sitting at Firestone, CoptEmplating on ie's grestesy challenges
- |birthday today my N .
Cwitter

el mentioned today i my g Birthday»
6 days ago from yep, Reply - View Tweet

wcmder!ng since today Is my baby's 30th bnrthday how can |
4 Q 4 econ d o still be sp amazingly young? op would that pe

4.94 seconds

B SR

Realtime results for birthday today my

15 wishing my husyang a 2MaEiNG 30t birthday togay, Yes, that's

fight folks. I maried an oiger ma,
. 8 d:
“ithday :0) Put it

Y 290 fom weh - Reply - vigyy Tyt

. fm - today s my daughters 15t birthday ang my ygerg
y rning - Todav is the 30th har:;]g/iresri[}{ry'?ong . 30t birthday) guessvwhu:nnne is sleeping vn7g(hmr she deserves i) e
0 ; iving ha
r shy of liv
I am one yea
another way,

8 days ago from fyupype Reply - View Tweey

3 Tod ; Not having a great day today is My son Cariton's birthday 30t He
. e ang fii = ay s m R - Passed away May 4, gogs
Ty - View Tweet hof ¥ 30¢ Blnys onn o Y
o from TweetDeck - Reply - View Tweet S Some knDWledGe b h ”"thday_ I egy Ik 54212 590 9w Bty i o
1 day ago from Twee s ago fram weh . / " “Wers i IShOU

: . byt g | L E/?RIB\;SVH«S‘!’VE a Dmgwru crsfrsb& achieve today! Get ready for my
latantly forward re SR gy, Tivg oy " tog busy . .33271??11” o g P
ComedianEdByrne bla it o
@CamedianEdByme Is re
o would you p
. ay (26th feb)
birthday tod

Today (Wednesday) | celepyage MY WE's S0th birthaay. what g
Q God has given me g our childrenj
9 days ago fiom twirergic Beply - View Tyeer

B 7 - Reply - View Tweet ar 1 Nope today is e happvesrblnhdweverformyve favorite

1 dav a go from web F‘—EU—I-L % N a to Iny: -~ NEkY! Happy 3oth, o gy ) i

aay ag Bi e 9 days ago from yep, Reply - View Tyees

I Happy
's 30th today!
It's my hunry's

i sor 1S MY T50rte personss sogn i3y t0day Happy Birthagy
. MaLt 1 Wil eat reg veivet o o Very special gay!
bad - Reply - View Tweet . © 9855 390 fom Tetersiery . gy View Teet
2 days ago from &t - Reply - View Tweet
< Uaye ay

13 days aga from digsy, Reply - v,

oot

S "thday Today! Show some love and Join my
ay~ Ihave . Street Team h s,
day. ldeas” il .
My 30th birthday 2 weeks today.

@Realudge ujes Judge, its my 3ot birthday today anq 1y, down in
San Diego for the weekeng listening to you o the 1aptop. Drinkin sogn
13 days ago fiom yep Reply

received. ;
Tu'lﬁf_:.‘t'f Fadge

2 days ago from TwitterG

View Twset - 2 Shoy Conversation

Lee Freeman is pacy 1o work today and cant wat 1o be done so | can
° help my wire Celebrate her 3ot birthday! (expang)

13 day5 ago from titerseny Reply - View Tyger

; g b ' today._im hap, p’\Commg allim sat on my girfrign s bed and its my 3oth pirgn day
i | Hapr
I'mup & it's a beautiful day! Hap : |

b e VS 20 from web - Repy View Tweet
; Ul
||fe! I am gl’ate i 1 13 warking 16t now but today 5 ™Y 30th Birthday, Cant wait il tomg;
love my friends and | love mT Ty = /ESQNESHOW O¥les g ‘ N Lo et e
‘, HallinT xt eply il AR . : a
4 days ago from HefloTxd - Reply 64 You b Ve 5

Reply - View Tugey
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Malware on social
nhetworks
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Social networking malware

Graham Cluley Setti

facebook Home Profile Friends Inbox

[ Inbox = Sent Messages ] Notifications | Updates I

You're the whole show! II'm admired wiit

Between s s, You,
{ s ANd T

1

E €000000L!
September 14 at 9:36pm  http://groups.google.com g

Reply e —————m
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Social

networking malware

paris hilton nude

paris hilton nude at Company B

Greater New York Ciy Area

Current  « paris hilton nude at Company B
Industry  Aviation & Agrospace
Woebsites o PARIS HILTON SEX TAPE PART 1

SEX TAPE PART 7

SEX TAPE PART 3

e PARIS HILTON
e PARIS HILTON

. paris hilton nude’s Experience

paris hilton nude
Company B

Hel 1000 em

Cumrently holds this pasition

() Additional Information

paris hilton nude’s Websites;
PARIS HILTON SEX TAPE PART 1
PARIS HILTON SEX TAPE PART 2
PARIS HILTON SEX TAPE PART 3

B8 Contact Dwectly

o Get introduced through a g

common
* Getintroduced to
* Contactparis hat

..........................................................
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Social networking attacks evolve

o |has faced
some errors when checking
your profile View The Errors
Message 40 minutes ago

i has faced
some errors when checking
your profile View The Errors
Message 44 minutes ago

A | |has faced some
errors when checking your
profile View The Errors
Message 490

nutes ago

Web |mages Maps News Video Mail more v

GO Ogle |error check system Searct
Web
facebook error check system

20 Feb 2008 > Be careful about installing a Facebook application called 'Error Check
System! Thousands of Facebook users today seem to be getting > ...
2008022118 o plifacebook_error_check_system html - Similar pages -

How to perform disk error checking in Windows XP

Under Error-checking, click Check Now. A dialog box that shows the Check disk ... the
Automatically fix file system errors check box, and then click Stan. ...

support.microsoft. com/kb/315265 - Similar pages -

Facebook VWorm - Error Check System

22 Feb 2009 ... it's called the Error Check System and what it's supposed to do it notify ...
No one's sure just yet what the Error Check System worm does. ...

personahweb. aboul. com?b/2009/02/22Facebook-worm-error-check-system htm -

Similar pages -

Facebook "Error Check System” Application Still Runs Rampant {Updated)

21 Feb 2009 ... This morning |'ve received at least 10 emails from people about misleading
~~= that they received from friends suggesting that ...
“nnan2ffacebook-error-check-system/ - 63k -

at.ing our

Advanced Search
Breterences

Ylo]l
c
Ook at r'e to
whas hag /
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Social networking attacks evolve

System Tasks

View system information

(L) Addor remove programs
[ Change a settings

Other Places

€3 My Network Places
[} My Documents
|) Shared Documents
@ Control Panel

Details

My Computer
System Folder

SOPHOS

System scan progress

‘f ‘\,: l/' ‘\,:
l’j Shared Documents "j My Documents

Hard drives

@ Local Disk (C:) @ Local Disk (D3)

DVD

@ DUGEVDITNISE == Windows Security Alert

» To help protect your computer, Windows Web Security has
[................ \/ detected trojans and ready to remove them.
Scan complete. 527 threats was

f /. Your Computer lsi Detected spyware and adware on your computer: Filename:

ol A ‘
v] Admess.Trojan tcpservice2.exe P |
Threats and actions: . . = ‘
zserv.Transponder.Trojan ZServ.dll 7

Namo Wstart.TrojanDownloader wstart.dll
@ Email-Worm.Win32.Net T P ST ™
9 Email-Worm.Win32.Myd [ Remove all ] [ Cancel ]

'@ Trojan-Downloader.Win

Spyware is software, which can gather information from user's computer through
Description: Internet connection and send them to its creator, Gathered information can be
This program i potentially dang]  Passwords, e-mail addresses and all that data, which is important for you.

personal information from your

Advice:
You need to remove this threat as soon as possibke!

L ®

Fullsystem cleanup




Clickjacking

: Whoa, | didn't post that Don't Click thing. Hacked?
about 3 hours ago - Reply - View Tweet

.~ . Don't Click: http://tinyurl.com/ (expand)
about 3 hours ago - Reply - View Tweet ClearClick Warning

Potential Clickjacking / UI Redressing Attempt!
NoScript intercepted a mouse or keyboard interaction with a partially
hidden element. Click on the image below to cycle between the obstructed

and the clear version.

DINg?

rl.com/s

update

raanl andon 32 minidoc

http: //ftwitter.com/home...tp: /ftinyurl.com,
[ Keep this element locked {recommended)

ClearClick protection on pages... [V untrusted  [V/| trusted
OK More Info |
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Social networking defacement

CWittes
Home Frofile Find People Sel
Name Baracl.( Obama
BarackObama el
. Name B¢ = witter i o o
i Weh p
b"tneys pears Bio Yes!" What is your opinion on Barack i
reril Obama? Take the survey and Favorites
yes, ever possibly win $500 in free gas. —;
5 http:/ /www7cpacllcks .com = .
) ) . Pl /secure.asp’e=casxepnzz
HI Yall! Brit Brlt.here, just wanted to update : amp:d= o&gmpl o&afmpg & _—
you all on the size of my lts about 4 amp;p: t?l%%mg Sulelblg3 5 block BarackObama
; : Updates amp;su amp;su
feet wide with razor sharp teeth. 5D SHbIDA=Namp SURID5= Following |
pReare ; A am o e i andpasson Allorons nappencs pecae. | MM OB
Elittes Tt ; BamRoen

on ¢
twikker Home Profile Find People Setting

ricksanchezcnn
'

bt Name Jame

Location Pa

21,769 [i facebook Web 5./

m f Bio Give pe:
2 share and n

more open .

following | f

i am high on crack right now might
not be coming into work today

http://YouGetLaid.info

Updates
[Facebook Blog] The Spirit of 2008: Being on Facebook is serious Favorites
fun. It's a fantastic way to cat.. http://tinyurl.com/ay84fg
> o Updates i
@kittell e mail it to me o to P Actian
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Vs,
H %brltneyspears
k t‘ i

Bio Yes! This Is the rea
Britney Spears! We've got
upaates from her team, her
website and yes, even Britney
herself!

Just watched some footage of Britney's

tour rehearsals and whoa, are you all

in for a treat. Get Ready!!! - Larry e
Rudolph

Favorites

Actions

pritneyspears

Following

s Y EFHAEE S

er. ~Laurer e o §'e PR
AN*TROE
- WTPRA

DEMO OF DEFACED CELEBRITY
TWITTER PROFILES




stalkdaily legit

Realtime results for stalkdaily legit

N 22 Virus!? What? StalkD
\ Show tweets written In
b

Any Lanquage

Trending opcs

Nifty qusar as

DEMO OF MIKEYY MOONEY
XSS WORMS




Summary

Criminals are increasingly using social
networking websites to steal identities, spread
malware and send spam

Social networks are typically poor at protecting
users against these threats

The onus is on the user to defend themselves,
and are largely left to do their own policing

So what are companies to do?
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The social
networks respond
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Social networks to the rescue?

¥ myspace.com External Link Alert

Home Profile Find People Setti

You are about to leave MySpace.com

In an effort 1o stop phishing, we are waming you
DO NOT ENTER YOUR MYSPACE PASSWORD on this new website!

E=q spam
=2

» “Following

If you don't want those messages Undates

any more, just change your
password! If that doesn't seem to
be the issue, go ahead & file a

To continue to this website, click the link: help ticket.

4 1:58 AM Feb 7th from web

Follow External Link To: http:/vwvew profilemusasdag ™ «am/
fa If you're receiving direct messages from yourself that you
Cebook didn't send, chances are you signed up for an RSS feed with
Tister info.

If you follow the previous kink, you will be on a new website, not the  emy,

Tom’s Blog about Phishing Tom's Blog al  "**wora:

Warning

Warning! Your account could be disabled. < .

You are using this feature to spam other users. Continued misuse of
Facebook's features will result in your account being disabled. If you have any
questions or concerns, you can visit our FAQ page.

Close
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Social networks to the rescue?

Some ask users to confirm they really want to
visit an external website — but many will ignore

Micro-blogging websites like Twitter rely on
services like TinyURL meaning destination
websites can be hard to determine before
clicking

Social networking sites need to start scanning
communications for malware and spam, just like
webmail services
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Social networking
survey
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Survey results

worry that
O workers are
sharing too much
( information on
J social networking

websites

Poll: 709 people, February 2009
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Survey results

think workers’
O activity on social
networking sites
( could endanger
J security at their

company

Poll: 709 people, February 2009




Reasons for blocking social networking

Don't know Data leakage
7% 7.5%
Malware
7.8%

Productivity
33.4%

We don't control access
44.3%

Poll: 709 people, February 2009
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The main reason for controlling access

7% 1%
7% / o | N\
Facebool‘ V MySpace |
36%
37% " 41% |

7% 1%

Data leakage
Productivity
We don't control access

U ® Malware
8% B . Don't know
Twitter |
32% .
LinkedIn
46%
50%
Poll: 709 people, February 2009 v

29%
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How does your firm control access to..

Facebook MySpace

43% 44%

¢ Some users can access, some can't
@ Anyone is free to access

Access limited to specific times
@® We block all access LinkedIn

Twitter

49%

Poll: 709 people, February 2009
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Have you, or colleagues, ever been..

Spammed on a social networking site? Sent malware on a social networking site?

Don't know
29%

Don't know
24%

No
No 50%
43%

Phished on a social networking site?

i
1
|
|
]

Don't know
28%

l\\
/
/

No
51%
Poll: 709 people, February 2009

SOPHOS




Conclusions

Criminals will continue to exploit social networks,
commandeering identities to steal information
and spread more attacks (a web 2.0 zombie)

Users will continue to share information
iInappropriately, putting their identities — and
potentially your firm — at risk

But banning social networking may be rash

Need to offer greater security and control to
social networkers
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Apply advice

Regularly review the information you and your
staff are sharing online, and act as appropriate

Review your web 2.0 security settings — you
should only be sharing info with trusted parties

Consider filtering access to social networks —
groups and time

Scan websites accessed for malware/cybercrime
Educate workforce regarding online risks
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Questions

« Graham Cluley
gc@sophos.com
www.sophos.com/blogs/gc

Twitter: @gcluley

* Youtube: www.youtube.com/sophoslabs
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