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http://www.flickr.com/photos/ludens/5660651348/

High-Profile Compromises

name, birthdate, addresses, purchase history, 
usernames/passwords, security answers, possibly 

credit cards...
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High-Profile Compromises

Ø PSN down for 23 days

Ø Many other Sony sites hacked

Ø Simple attacks - mainly SQL injections (SQLi)

Ø Attack tools widely available (sourceforge etc.)

Ø Damaged reputation

Ø Simple security measures could have prevented it



Ø 2179 SQL injection queries detected in the past 3 months 
from 108 external IPs targeting 52 webservers 

Ø 13 vulnerable to SQLi – was just a matter of time

Ø 12 compromised via SQL injection

Real Cases from Oxford University
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Ø 25 webserver incidents in the past 3 months

Ø only from one type of SQLi attack (Havij)

Ø can't detect https or POST   
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What are the risks?

➢Confidentiality, Integrity, Availability (CIA)

➢Data leaks

➢Defacements 

➢Downtime 

Ø Firefighting

Ø Reputation

Ø Monetary fines from Information Commissioner’s 
Office (ICO)

Ø Further compromises on network
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Information Security Best Practice

how it can help
ØAn exercise in risk management

ØPolicies 
Ø Help identify and address the risks
Ø Tell what to do

Ø Toolkit
Ø Provides guidance on policies
Ø Tells how to do it
Ø Includes specific technical examples
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Policies Relating to Webservers
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Policies Relating to Webservers

Subsidiary policies:

    1. IT Management Structure
    2. Personnel, Recruitment and Training
    3. Operations
    4. Network Management
    5. Access Control
    6. User Management
    7. Information Handling
    8. Physical and Environmental Security
    9. Incident Handling
  10. Business Continuity Planning
  11. Compliance
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Policies Relating to Webservers

Ø  Trained and Qualified Staff

Ø  Documentation

Ø  Logging

Ø  Access Restrictions

Ø  Permissions and Process Privileges

Ø  Controls to Protect against Malicious Code
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Policy on Documentation

Ø Documentation should be:
Ø created
Ø maintained
Ø made available to users who need them 
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Toolkit on Documentation

Ø Network connectivity

Ø Computer operations

Ø Error/Incident handling 

Ø Audit trails and system logs

Ø System capacity

Ø Software and services

Ø Change control
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Toolkit on Documentation 
Example Solutions

Ø SharePoint

➢   Nexus, WSS

Ø File  based

➢   SVN, CVS, RCS...

Ø Wikis

➢   Moinmoin, Mediawiki, TWiki...



13

Policy on Malicious Code

Ø Protect against malicious code

Ø Detection

Ø Prevention

Ø recovery 
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Toolkit on Malicious Code
Malicious Code Includes

Ø Cross-site-scripting (XSS)

Ø SQL (or other code) injection attacks

Ø buffer overflow attacks



15

Toolkit on Malicious Code
 Example Solutions

How to prevent SQL injection attacks?
Next speaker: David Ford
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