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"Mac OS X is like living in a 
farmhouse in the country with no 
locks, and Windows is living in a 

house with bars on the windows in 
the bad part of town."
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• Denial of service (locally or remote)

• Disclosure of information:

- authentication

- system

- user

• Modification of information

- authentication

- system

- user

• Execution of arbitrary code (local or remote)

• Host/resource access via network

- User access (local or remote)

- Root access (local or remote)

Impact levels
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E-Mail
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• Hostile content in 
message or attachment

• Deliver malicious code 
or visit a malicious 
website

• Spam is often an entry 
point for scams, fraud, 
dirty tricks or malicious 
action.

Email threats
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action.

Email threats

Spam by continent

Source: Sophos Security Threat Report 2010
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• Viruses (including Macros)

• Trojan Horses

• Worms

• Botnets

• Keyloggers

• Spyware,  Adware

• Exploits

Malware

Illustration: Intego
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Foistware & Fake AV

Foistware (sneakware) is 
growing on the Mac 
platform, eg. iWorkServices

Fake anti-virus software 
scams are no longer limited 
to Windows, but they were 
harmless scareware.
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Virus Scanners

Sophos survey mid-2009 
showed that 69% of Mac 
users don’t use anti-virus 
software.

Sophos currently lists 
analyses of 31 Mac malwares, 
almost all Trojans (some 
variants of each other)

Use
31%

Don’t use
69%

Do you use anti-virus to protect your Mac?

Source: Sophos Security Threat Report 2010
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Safer choice 

For University owned Macs always use 
Oxford’s non-expiring Sophos installation

Educate your users to download 
Sophos for their personal machines
from register.oucs.ox.ac.uk 
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Web
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Web threats

• Attacks use power of 
modern browsers:

- dynamic content

- (script) languages 

- plug-ins

• Malicious ads, iFrames 
and popup windows

• Downloads
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Quarantine
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Quarantine
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• Quarantined apps are checked for malware listed in: /System/Library/
CoreServices/CoreTypes.bundle/Contents/Resources/XProtect.plist

Quarantine
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• Quarantined apps are checked for malware listed in: /System/Library/
CoreServices/CoreTypes.bundle/Contents/Resources/XProtect.plist

• Quarantine is only supported by some apps, e.g. browsers, Mail (& Thunderbird), 
iChat, Entourage. Won't work in other cases, e.g. file from BitTorrent, FTP.  Full list 
of (11) supported apps in Exceptions.plist.

• Finder NOT protected (so copying Trojans from USB sticks isn’t detected!).

• Trojans hidden within .mpkg files not detected.

• Not all variants of each Trojan detected, e.g. only 15 of 17 variants of RSPlug.

• List of “untrusted” file types maintained in System file in same directory. Just 
updated to include Safari Extensions (.safariextz).

• Malware definition update policy a little problematic: OS X 10.6.4 updated to 
include HellRTS but this not described in update notes or security bulletin.

Quarantine
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/System/Library/CoreServices/CoreTypes.bundle/Contents/Resources/XProtect.plist

10.6.3

10.6.4
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Downloads are quarantined

Anti-phishing (using Google blacklist of 
phishing sites)

Always disable Open “safe” files after 
downloading (in Safari > Preferences)

Safari
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Safari
Downloaded apps are quarantined:
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Safari
Downloaded apps are quarantined:
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Social Media

Donnerstag, 9. September 2010



Social Media
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Social media & networks

There has been a rise of 
70.6% in social network 
spam in 2009, with 69.8% 
malware being sent.

Facebook is probably 
biggest security risk 
followed by MySpace, 
Twitter and LinkedIn.04/2009

12/2009

Social networks, Spam, Phising and Malware reports rising

Source:  SC MagazineSource: Sophos Security Threat Report 2010
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Keychain Access

• A keychain is an encrypted container that 
holds passwords for multiple applications 
and secure services

• Triple-DES encryption

• Create additional keychains for specific 
uses

Keychain Access
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Further attack vectors
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Further attack vectors
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A zero-day attack is 
a computer threat that tries to 

exploit application vulnerabilities 
that are unknown to others, 

undisclosed to the software developer, 
or for which no security fix is available. 
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• Securing System Prefs

- Admin account: is it necessary?

- What other prefs can be secured, and why?

• Securing Data

- FileVault + alternatives

- Always secure empty trash?

• Securing Applications

- Application firewall (IPFW also available)

Securing System Settings
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To be an Admin or not to be an Admin?
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% sudo defaults write /Library/Preferences/com.apple.loginwindow 
HiddenUsersList -array-add [adminshortname]

Hide Admin users from login window
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% sudo defaults write /Library/Preferences/com.apple.loginwindow 
HiddenUsersList -array-add [adminshortname]

Hide Admin users from login window

And...And...
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Application Firewall
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FileVault
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• Use hdiutil to create encrypted folders 
from command line (or Disk Utility for a 
GUI)

• Third-party apps:

- TrueCrypt <http://www.truecrypt.org/>)

- Knox <http://agilewebsolutions.com/knox>

• PGP Whole Disk Encryption

Knox <http://agilewebsolutions.com/knox>
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64-bit kernel

64-bit kernel enabled Macs: 
http://support.apple.com/kb/HT3770
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• 64-bit binaries set all writable memory as 
non-executable

64-bit kernel

64-bit kernel enabled Macs: 
http://support.apple.com/kb/HT3770
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• 64-bit binaries set all writable memory as 
non-executable

• ‘return-into-libc’ attacks more difficult

64-bit kernel

64-bit kernel enabled Macs: 
http://support.apple.com/kb/HT3770
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7 Steps to Heaven
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✓ Weak passwords will undermine all security
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✓ Weak passwords will undermine all security

✓ Use a standard (not Admin) account

✓ Secure settings in System Preferences

✓ Patching the OS

✓ Updating third-party apps 

✓ Anti-malware software (up to date!)

✓ Careful use of encryption

7 Steps to Heaven
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How We Do It?
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How We Do It?
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• Apple Developer Notes: <http://developer.apple.com/mac/library/navigation/
index.html#section=Topics&topic=Security>

• Apple's Snow Leopard Security Configuration Guide v10.6

• Mac-virus blog: <http://macviruscom.wordpress.com/mac-virus/>

• File quarantine in 10.5 & 10.6: <http://support.apple.com/kb/HT3662>

• National Vulnerability Database (NVD)

• CVE database

Links
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Q & A
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