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What was the need?

• Lots of users requiring controlled access

• Authentication and audit trail

• Straightforward management

• Make use of existing infrastructure

• Tie in to future projects



Situation pre-BCM:

• Different registration methods for wired 
and wireless connetion

• Many separate authentication sources and 
methods

• Tied to inflexible, aged, custom IPTABLES 
firewall. 

• No consistency for users or admins.



User issues

• They don’t sit still: using many devices from 
multiple locations. 

• Access needs to be consistent and easy

• Security is generally a secondary concern



Security by default

• Security assessment as part of the 
registration process - unavoidable by the 
user.

• This means it must be as straightforward as 
possible.

• Easy = Happy Users = Secure Users = 
Happy admin



Audit trail

• Who’s using which machine?

• Where are they using it from?

• Are they doing anything they shouldn’t?



Our network

• Novell eDirectory managed workstations

• 3Com switching hardware

• Trapeze managed wireless system

• Home-brew Firewall registration

• All separate stores of user data



The Plan:

• One Username and password

• One login process for users

• One source of Identity data

• One management system
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...to rule them all!



Blind Alleys

• 802.1x 

• Inflexible - couldn’t reconfigure ports & 
VLANs dynamically

• Requires client install on each pc. 
Expensive or impossible for older OS

• Switch based RADIUS

• Replace all our switches?!

• Similarly inflexible



Bradford’s Solution

• Manipulate the switch port by SSH and 
SNMP in real time.

• Settings based on progress through 
registration, and login credentials



The Process

• New machines

• Existing machines

• Miscreants



New machine

• Welcome to the 
network!



Accept the AUP

• Once per 
new machine, 
or on a 
schedule



Health check

• Provide 
credentials

• Machine is 
scanned using 
soluble client



Done!

• All ok!



Behind the scenes 1

• New machine appears, 
seen by BCM trapping 
SNMP port up.

• Placed in VLAN 100, 
with IP in range 
10.0.0.0/254



Behind the scenes 2

• After hardware is 
registered, BCM 
changes port to  
AUTH VLAN 
(10.2.0.0/24)

• Here is where 
user is asked for 
credentials



Behind the scenes 3

• Credentials and 
hardware are 
ok, Go To 
VLAN 1 to get 
a public IP.



Issues detected?

• Failed the security scan? Go to VLAN 102 
(REM remediation) for limited access to 
Patches, Antivirus, Antispyware software.

• Miscreant? Firewall policy infringement? Go 
to VLAN 103 (DEAD) either automatically 
or by hand of Admin

• Blocking a user manually takes under 10 
seconds



You’re barred:

Text

This follows the user and the workstation wherever they connect.



Still to do!

• Sort out remediation: Which sites and 
which software the policy should allow or 
deny.

• Should we force removal of P2P at 
registration stage, or let firewall detect and 
deny user automatically?

• Assign production VLAN based on 
eDirectory context



Fin?

• Live Demo of the Admin interface?

• Installation process?



Installing at New

• Purchase BCM units

• Place in rack at centre of network, on core 
switch

• Does not need to sit in-line



Configure the switches

• Add VLAN ID’s and SNMP trap destination

• Ensure SNMP community strings are 
consistent (but not ‘private’ & ‘public’!)

• Configure VLAN tagging on Uplink ports



Import the switches

• Using the BCM web console, add all your 
switches

• Decide on your policies

• Add the ports to be managed to the 
relevant Groups



Useful bits

• Inventory of machines - dhcpd.conf etc

• Compatible switches - see
http://www.bradfordnetworks.com/products/network_access_control_interoperability.html

• An SSL certificate for the BCM units
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