
Cleaning Blocked 
Machines

Guide to getting router blocks lifted



The OxCERT team

• Dedicated to security and incident response

• security@oucs.ox.ac.uk

• Members

• Robin Stevens 

• Jonathan Ashton

• David Ford

Primary objective: protect the integrity of the 
University network (backbone).



Incident Handling

• What is a notification? Who receives it?

• https://networks.oucs.ox.ac.uk/webauth/
blocks

• Location

• ID (MAC/IP Address)

• Date

• Reason
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Reasons

• Scan 445

• botnet:18067

• warez 3223
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Initial Steps 

• Windows Update

• Remember doesn’t update applications 
(e.g. MS Office)

• MS Update

• Ensure AV and Anti-spyware is installed and 
up to date

• Run scans



Then What?

• Contact OxCERT

• We may be able to give you further useful 
information.

• Type/time of infection

• Any files to look for

• Virus signature availability



Further Investigation
• Turn OFF ‘Hide system folders’

• Turn ON ‘Show hidden files’

• Turn OFF ‘Hide protected OS files’

• Useful Tools:

• http://www.microsoft.com/technet/
sysinternals/default.mspx

• netstat / TCPView

• Process Explorer

• Autoruns
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TCPView

• Shows listings of TCP and UDP endpoints.

• Local/remote addresses & ports.

• State of TCP connections

• www.treachery.net/tools/ports

http://www.treachery.net/tools/ports
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Autoruns

• Programs configured to run during system 
boot or login

• Startup Folder & Registry Keys
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Process Explorer

• Display of process activity

• Includes which handles each process has 
running

• DLLs

• memory-mapped files

• Verify process images
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Process Checklist 
• Things to look for:

• no icon

• no description

• unverified “Microsoft” processes

• live in the Windows directory

• are packed

• include suspicious strings



Process Checklist (2)

• Normal set of processes?

• www.liutilities.com/products/wintaskpro/
processlibrary
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Getting Rid of 
Processes

• Suspend/kill process

• Delete files

• Remove startup links

• Restart

• Repeat!



Anything Else ?

• Look in %systemroot%\recycled

• or <anydrive>\recycled

• ‘dir / AH / OD / P’

• Use Windows search

• Re-install OS



• Daily/routine matters:    security@oucs.ox.ac.uk
• jonathan.ashton@oucs.ox.ac.uk  x83672
• robin.stevens@oucs.ox.ac.uk   x73212
• david.ford@oucs.ox.ac.uk    x73208

• http://www.oucs.ox.ac.uk/network/security     

• http://www.ict.ox.ac.uk/oxford/compsecurity       (web)
• https://malware.oucs.ox.ac.uk             (malware upload)

Contact us
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